
 

 

 

 



To help protect yourself, always be suspicious of calls, emails, texts or any communication you receive from 
someone you don't know — particularly if they want money or your personal information. See below for examples 
of common scams and tips to be more secure. 
  
For sale, hot deal 
         "Get a great price on these exclusive sneakers. You can pay using cash or a payment app." 
TIP: Be wary of great "deals" on social media sites. Once you send money you may not get it back. 
  
Someone you 'know' 
        "I'm with the IRS, and you owe back taxes. If not paid immediately, a lawsuit will be filed against you." 
TIP: Be cautious if you’re told to take action right away. Think about what they’re asking for and verify that they are 
who they say they are. 
  
'Accidental' payment 
        "I didn't mean to send you that money! Please send it back to me right away." 
TIP: Never return any unexpected funds without calling your bank first. 
  
Romance 
        "I'm having a medical emergency and need money. I promise to pay it back quickly. Can you help?" 
TIP: Don't send money to anyone you've only spoken to online or by phone. 
  
Computer virus 
        "We've detected malware on your computer. Give me access remotely so I can fix that for you." 
TIP: Never give anyone remote access to your computer unless you can 100% verify who they are. 
  
ATM withdrawals 
        "Hey, don't forget to use the tap feature on the ATM. I can show you how it works." 
TIP: Don't accept help from strangers at the ATM. Pay attention to your surroundings and watch out for people 
looking at your screen. 
  
You've won! 
        "Congratulations! You've won the lottery! We will need to collect taxes prior to your payment." 
TIP: Do not send money to claim a prize. Chances are it's a scam. 
  
Home closing 
        "These are the wire instructions to close on your house." 
TIP: Be very cautious of last-minute changes to payment instruction and call your agent or loan oƯicer directly to 
verify wire instructions before you send money. 
  
Investment 
 "You've registered to receive notifications on investment opportunities. Are you ready to invest? I have a once-in-a-
lifetime opportunity!" 
  
TIP: Research the person or company you're dealing with, and make sure they're legitimate. 


